Appendix 5: Procedures to Maintain Confidentiality of CCR Data

The Recipient Institution and Principal Investigator agree to protect the confidentiality and security of the CCR data.  

	
	
	CSRB Use Only:

	1. Where will the CCR data be physically located? (E.g. on a server that can be accessed by how many computers? On a one or more non-portable single user personal computers? On one or more portable computers?)
	
	

	Please describe or reference page number in protocol:

     

	
	

	2. Who will have access to the CCR data?
	
	

	Please list or reference page number in protocol:

     

	
	

	3. Have these persons been advised and trained on the restrictions regarding access and use of CCR data?
	 FORMCHECKBOX 
Yes   FORMCHECKBOX 
No
	 FORMCHECKBOX 
Yes   FORMCHECKBOX 
No

	Please describe or reference page number in protocol:

     

	
	

	4. Have these persons signed the Confidentiality Agreement for Access to CCR Data (Appendix 2) and a Confidentiality Pledge?
	 FORMCHECKBOX 
Yes   FORMCHECKBOX 
No
	 FORMCHECKBOX 
Yes   FORMCHECKBOX 
No

	Please describe or reference page number in protocol:

     

	
	

	5. How will access to the CCR data be limited to these authorized persons (include both electronic and physical controls if applicable)?
	
	

	Please describe or reference page number in protocol:

     

	
	

	6. How long will the CCR data be maintained for the proposed study?
	
	

	Please describe or reference page number in protocol:

     

	
	


	7. Is an adequate plan provided to protect the computer/data administratively, physically, and technically secured?  This includes original CCR media, computers, documents, copies, backups etc. 
	
	

	a. Locked cabinets or rooms
	 FORMCHECKBOX 
Yes   FORMCHECKBOX 
No
	 FORMCHECKBOX 
Yes   FORMCHECKBOX 
No

	b. Computer password protected
	 FORMCHECKBOX 
Yes   FORMCHECKBOX 
No
	 FORMCHECKBOX 
Yes   FORMCHECKBOX 
No

	c. Access limited to authorized personnel only
	 FORMCHECKBOX 
Yes   FORMCHECKBOX 
No
	 FORMCHECKBOX 
Yes   FORMCHECKBOX 
No

	d. Transported by secure carrier only
	 FORMCHECKBOX 
Yes   FORMCHECKBOX 
No
	 FORMCHECKBOX 
Yes   FORMCHECKBOX 
No

	e. Computer/data not accessible from Internet
	 FORMCHECKBOX 
Yes   FORMCHECKBOX 
No
	 FORMCHECKBOX 
Yes   FORMCHECKBOX 
No

	f. Laptop/data never left unattended in a car or other unsecure location
	 FORMCHECKBOX 
Yes   FORMCHECKBOX 
No
	 FORMCHECKBOX 
Yes   FORMCHECKBOX 
No

	g. Computer maintained with current operating system, applications and security patches 
	 FORMCHECKBOX 
Yes   FORMCHECKBOX 
No
	 FORMCHECKBOX 
Yes   FORMCHECKBOX 
No

	h. Antivirus application with current virus signatures running
	 FORMCHECKBOX 
Yes   FORMCHECKBOX 
No
	 FORMCHECKBOX 
Yes   FORMCHECKBOX 
No

	i. Computers accessing/storing CCR data limited to work use
	 FORMCHECKBOX 
Yes   FORMCHECKBOX 
No
	 FORMCHECKBOX 
Yes   FORMCHECKBOX 
No

	j. Data encrypted when transmitted or on portable medium
	 FORMCHECKBOX 
Yes   FORMCHECKBOX 
No
	 FORMCHECKBOX 
Yes   FORMCHECKBOX 
No

	k. If data include patient identifiers, they are encrypted in all locations
	 FORMCHECKBOX 
Yes   FORMCHECKBOX 
No
	 FORMCHECKBOX 
Yes   FORMCHECKBOX 
No

	l. Paper documents are protected when not in use
	 FORMCHECKBOX 
Yes   FORMCHECKBOX 
No
	 FORMCHECKBOX 
Yes   FORMCHECKBOX 
No

	m. Securely shredded/overwritten when no longer required
	 FORMCHECKBOX 
Yes   FORMCHECKBOX 
No
	 FORMCHECKBOX 
Yes   FORMCHECKBOX 
No

	Please describe or reference page number in protocol:

     

	
	

	8. Is there an Institutional Security Plan or other documents that would govern treatment of the CCR data?
	 FORMCHECKBOX 
Yes   FORMCHECKBOX 
No
	 FORMCHECKBOX 
Yes   FORMCHECKBOX 
No

	Please describe or reference page number in protocol:

     

	
	

	9. Is there an institutional Disaster Recovery Plan that would govern treatment of CCR data?
	 FORMCHECKBOX 
Yes   FORMCHECKBOX 
No
	 FORMCHECKBOX 
Yes   FORMCHECKBOX 
No

	Please describe or reference page number in protocol:

     

	
	


	     

 FORMTEXT 
     

 FORMTEXT 
     

 FORMTEXT 
     

 FORMTEXT 
     

 FORMTEXT 
     
	     

 FORMTEXT 
     

 FORMTEXT 
     

 FORMTEXT 
     

 FORMTEXT 
     

 FORMTEXT 
     

	Print Principal Investigator Name, Title
	Principal Investigator Signature
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